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Our Business Continuity Plan is operationally in place to act on, should the need arise due to the risk and
spread of the Coronavirus, COVID-19. This document is a summary of the critical steps taken by the
Node4’s Business Continuity Management Team. Here we outline the activities, resources and
procedures in place to maintain service to our customers during prolonged interruptions to normal
operations.
In summary, the Node4 BC Team have:
•
•
•
•
•
•
•
•
•
•

Assessed the scope of the Coronavirus.
Established a line of communication with all BC Team Managers.
Informed stakeholders of our plans.
Established a working Crisis Team.
Informed customers of our plans (see below for Customer information).
Co-ordinated all staff activities and their ability to work from home and skeleton staff on-site.
Considered controlling access to the DC facilities.
Prepared where possible for employee absences due to sickness.
Implemented a Health and Wellbeing Policy, including an employee guide on the preventative measures.
Continued to assess the risk based on further updates from the Government.

We’ve put preventative measures in place to protect employees and visitors to our offices and DCs, as
well as mitigate the risk and impact on our customers.

Background
A Coronavirus is a type of virus, which is common across the world. COVID-19 is a new strain of the Coronavirus
identified in Wuhan City, China in December 2019. The incubation period of COVID-19 is between 2-14 days.
This means that if a person remains well 14 days after contact with someone with confirmed Conronvirus, they
have not been infected.
Signs and symptoms of COVID-19 may include cough, difficulty in breathing and fever. Generally, these infections
can cause more severe symptoms in people with weakened immune systems, older people, and those with longterm conditions like diabetes, cancers and chronic lung disease.
There are two-main ways in which people can spread COVID-19:
•
•

By contact with people who have been infected (within two meters);
By touching an infected surface, object or hand of an infected person.

What preventative measures have we put in place?
There is currently no vaccine in place to prevent COVID-19. Public Health England recommends the following
general cold and flu precautions to help prevent people from catching and spreading the infection:
•
•
•
•
•
•
•

Frequently clean hands by using alcohol-based hand rub or soap and water for 20 seconds.
When coughing and sneezing cover the mouth and nose with fixed elbow or tissue – throw the tissue
away immediately and wash hands.
Avoid touching your eyes, nose, mouth to prevent the spread of germs.
Routinely disinfect frequently touched objects, including doorknobs, keyboards and phones, to help
remove germs.
Avoid close contact with anyone who has a fever or cough.
If you have a fever, cough and difficulty breathing, seek medical care early and share previous travel
history with your health care provider.
Consider getting the flu vaccination.
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•
•

If you are sick, talk to your manager about your symptoms before coming into work.
While sick, limit contact with others as much as possible.

Individuals who have travelled from high risk or wider spread areas must contact HR by phone before returning
to work. Employees who are identified as high risk due to recent travel will be requested to work from home.
High-risk areas and wider areas are updated on the Government website: https://www.gov.uk/guidance/wuhannovel-coronavirus-information-for-the-public
Employees may be asked to ‘self isolate’ and be requested to work from home to prevent the potential spread of
the virus. Employees who are impacted by self-isolation, travel restrictions and school closures will have the
ability to work remotely.
All employees have been requested to update the HR system with telephone contact details, in case the Company
needs to push out notifications or alerts. Other communication methods will also be widely used to keep
employees, customers and visitors updated as and when necessary.

Who will be impacted?
Node4 has identified that employees, visitors and customers may be impacted by the restrictions of movements
put into place to contain and reduce the risk of possible spread of infection. We have significant redundancy and
resilience in our IT infrastructure. All of our customer's systems can be accessed securely and managed remotely.
P1 situations may require physical intervention and these will be assessed on a case by case basis.
Node4 is currently reviewing the supply chain and has requested support from third parties to ensure the continuity
of services to our customers is not at risk.

List of Node4 locations
All Node4 sites may be impacted by the Coronavirus and are listed below;
•
•
•
•
•
•
•
•
•

DC1, Pride Park, Derby DE24 8HZ
DC2, Pride Park, Derby DE24 8HZ
DC3, Normanton, Wakefield WF6 2TA
DC4, Moulton Park, Northampton NN3 6XF
Nottingham Office, Bottle Lane, Nottingham, NG1 2HL
Reading Office, Imperial Way, Reading, RG2 0TF
London Office, New Broad Street, London, EC2M 1JJ
Cardinal Square Derby Office, Derby, DE1 3QT
Secura, Welwyn Garden City, AL8 6HG and Manchester, M1 4ET

Contingency planning in readiness of site closures
•
•
•
•
•
•
•
•
•

Crisis Team in place to carry out and communicate the Business Continuity Plan.
All employees requested to update their personal contact details.
Test of emergency communication.
Customer communications in place when raising a Data Centre Access Request:- not to visit the DC if
travelled from high-risk areas or in touch with anyone with COVID-19.
Visitor notices in place at all locations.
Daily crisis meetings in place for effective communication and key decision making.
Keep updated with Government guidance.
Document any issues arising from tests, risks identified.
Further customer communication notifications to be discussed and agreed.
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What do we plan to do if site(s) are closed?
All sites, until further notice, will continue to operate in business as usual mode until either specific directive from
Government has been issued or a site-specific has been identified.
In the event that a case is confirmed in the workplace, be it an employee or authorised visitor, the BC Management
Team will contact the PHE local Health Protection Team to discuss the case, identify people who have been in
contact with them and advise on any actions precautions that should be taken.
The Node4 Business Continuity Team has a matrix in place to identify and define all the operational functions
based at all the locations.
Employees have been reminded to take home each evening their laptops, chargers and headsets in the even
that home working is required at short notice.
HR policies and technology are actively in place to support employees’ flexible working arrangements. in the event
that a location is 'locked down'. Technologies include telephone and video conferencing and VPN readiness.

Useful information and communication
We will communicate as quickly and effectively as possible to support all customers that may be impacted by the
affected by COVID-19. You can also request direct support from your Account Manager and Service Delivery
Manager.
Source

Site Link

Information

ServiceNow

https://node4.service-now.com/csm

Node4 latest updates on
advice when visiting Node4
offices and Data Centres.

The UK Government Offical
Site

https://www.gov.uk/government/topicalevents/coronavirus-covid-19-ukgovernment-response

The UK Government’s latest
information and guidance
concerning the Coronavirus
and advice on travelling from
affected areas and guidance
on self-isolation.

NHS

https://www.nhs.uk/conditions/coronaviruscovid-19/

NHS Cornavirus Overview and
Common Questions

Node4 COVID-19 | Business Continuity Plan
Public | Procedure | 02/03/2020 | 4
Node4 Limited | Millennium Way | Pride Park | Derby | DE24 8HZ | 0845 123 2222 | www.node4.co.uk

